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Electronic Device Security (Senior Students)

In today's digital age, ensuring the security of your BYOD (Bring Your Own Device) electronic devices is
paramount. Protecting both Windows and Mac devices against malware and security vulnerabilities is
crucial for maintaining a safe learning environment. Here is some helpful information for antivirus and
security patch management for these devices:

1. Antivirus Software
e Windows

For Windows-based BYOD devices, please select a reputable antivirus software such as Trend
Micro, Sophos, Norton Antivirus, McAfee, or Bitdefender. Some free alternatives such as AVG
and Avast may also be suitable. These programs offer real-time scanning, firewall protection,
and regular updates to protect against the latest threats. Ensure that the antivirus software
includes features like malware detection, web filtering, and automatic scanning of email
attachments.

e Mac

Mac devices are generally less susceptible to malware, but they are not immune. Please select a
reputable antivirus software solution such as Norton Antivirus for Mac, Bitdefender Antivirus for
Mac, or Sophos Home for Mac. These tools will help protect Mac devices against potential
threats, including adware and phishing.

2. Security Patch Management
¢ Windows

Ensure that all Windows-based student devices are set to receive automatic updates from
Microsoft. Windows Updates provide security patches and fixes for known vulnerabilities. It is
vital to keep the operating system, as well as other software like web browsers and productivity
tools, up to date. Configure the devices to download and install updates automatically, and
encourage students to restart their devices regularly to apply these updates.

¢ Mac

Similar to Windows, Mac devices should be set to receive automatic updates. Apple releases
macOS updates that address security vulnerabilities and improve the overall stability of the
system. Students should enable automatic updates and regularly check for system updates.
Additionally, it is important to keep third-party software (eg web browsers, Adobe Reader)
updated to reduce potential security risks.

Please keep in mind that ensuring the security of your BYOD student device is a continuous effort for the
user. Mackay Christian College offers this information to help you protect your devices, but does not
assume legal responsibility for the upkeep of hardware or software that you choose to purchase and use.
It is essential that you continue to review and apply your antivirus and security patch management
strategies regularly.
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